HAMATKA /lVIA K/IHEHTOB 110

SAIIIUTE HHO®OPMALIUHU
000 MKK «BH3AP/]»

r. YEJISIBUHCK

2020 rog



1. OBLIME ITOJIOXEHHW

1.1. Hacrosimas namsTtka paspabotana B cooTBeTcTBUE ¢ [Tonoxkenuem barka Poccun ot 17
anpesist 2019 . N 684-I1 «O6 ycraHoBneHuH 00A3aTEIBHBIX UL HEKPEJIHTHBIX (hHHAHCOBBIX
opranmsanuii TpefoBaHuit K 00eCreYEHMIO 3alIUTHl MHQOpMAIMM NpPH OCYIIECTBICHHH
nesTensHOCTH B cdepe (PMHAHCOBBIX PBIHKOB B LETAX NPOTHBONCHCTBHA OCYIIECTBICHHIO
HE3aKOHHBIX (prHancoBbIx onepaimity 11 kmnentoB 000 MKK «BH3AP».

1.2.  Hacrosimue namsTka pasmeinaercs B mectax okaszauusa yerayr 000 MKK «BH3AP/», 6
mom yucne Ha oghuyuanvrom caume Q00 MKK «BH3AP».

2. OCHOBHBIE ITOHATHA

21, H®O - 000 MKK «BH3AP]», asnsionieecs HEKpeIUTHOH (prHAHCOBOM opranu3aliien,
OCYIIECTBIAIONICH (UHAHCOBBIC OMEPAIHH B COOTBETCTBHH €O CT. 76.1 De/iepanbHOro 3aK0Ha OT
10 urons 2002 r. N 86-®3 "O Lentpansuom Ganke Poceuiickoii @enepannn (banke Poccun)".
2.2.  KiWeHT — Tperhe IHI0, B OTHOIIEHHH KOTOPOI0 OCYLIECTBIIAIOTCA MEDBI IO 3aIlHTE
HH(OPMAIIHH, TT0JTyUaeMoii, noArorasiuBaeMoil, o6pabaTeiBaeMol, NepeaaBacMOil U XpaHUMOH
B aBTOMaTH3HPOBAHHEIX cCHCTeMax, uenonb3yeMelx HOO.

2.3. BpenoHOCHBIi KOX - TNpPOrpaMMHBIA KOJ, INPUBOJASIINK K HapyIICHHIO IITATHOIO
bYyHKIHOHUPOBAHUS CPEACTB BEIYHCIIMTENBHON TEXHHKH.

2.4.  VYcTpoifcTBO — CpPeACTBO BBIYHCIHMTENBHOH TEXHHKH, MCIOJIB3yeMOe KIHEHTOM H
OTJIeJleHHOe OT aBToMaTH3upoBaHHOH cucreMbl HOO, B KOTOpOH COACpXKHTCH 3allUIaeMas
uHGOpMAIMA H KOTOpOe HCmojb3yercs KIMEHTOM ¢ LEnbi0 OCYIIECTBICHHA (PHHAHCOBBIX
oneparuii (MoOHIIBbHBIH Tesie)OH, IePCOHATBHEIN KOMIIBIOTEP H T.1.)

2.5.  HecaHKIHOHHPOBaHHEIN JOCTYI — AOCTYI K HHYOPMALUH MK JACHCTBHA ¢ MHOpMAIEH,
Hapyaonue 6e30MacHOCTh 3alIHIIaeMOil HHPOPMAIIHH, ¢ LETbIO OCYIECTBICH A GUHAHCOBBIX
onepaunf«‘x JIMIaMHy, HC OGJIa,I[aPO[I.IHMH mpaBOM HX OCYILCCTBJICHHA.

3. LEJIM U ITOPAJOK ITPUMEHEHM A MEP

3.1. Hacrosmas namsatka pazpaboTraHa B CIEAYIOLUX LEIAX:

3.3.1. Undopmupopanue Kmuenror HPO 0  BO3MOXKHBIX  PHCKax  IOJIyYCHHS
HecankIMOHHPOBAHHOIO JOCTYIIA K 3allMINaeMoi HHGOpPMAlMU C LEIbIO OCYIIECTBIEHHUS
(bHHﬂHCOBbIX onepaum‘«i JIMIIaMH, HC oﬁnanafoummu MMpaBoOM HX OCYHICCTBIICHHA,

3.3.2. HudopmupoBaHue KinneHToB H®O 0  Mepax 1o NpeA0TBPaLICHUIO
HecaHKIIHOHHPOBAHHOrO JOCTyNa K 3allHmaeMoil MHpopMalnMu, B TOM 4HCJIEe IPH yTpaTe
(nmorepe, xumeHuH) Kimentom VYcrpolcTBa, ¢ HCIIONB30BAHHEM KOTOPOTO UM COBEpLIAIHCH
JCHCTBHSA B LIEJIAX OCYILECTBJICHHs (PHHAHCOBOH OICpALIUH;

3.3.3. Hudopmuposanue KnuenroB HOO o Mepax 110 KOHTPOIIIO KOH(HIypaluHi ¥ CTPOHCTBa, ¢
HCIIONb30BaHHEeM KoToporo KiHMeHTOM coBepmaloTcs JACHCTBHSA B ILIEIAX OCYIISCTBICHUS
()MHAHCOBOH ONepaluu;

3.3.4. Uudopmuposanne Kmenros HPO o Mepax 10 CBOEBPEMEHHOMY OOHApYKEHHIO
BO3/eiicTBHA BpenonocHoro kona;

3.3.5. HUudopmuposanue KmmentoB HOO o pexoMeHJaLMAX MO 3aluTe MHPOPMALHMH OT
BO3JEHCTBHS IPOrPAMMHBIX KOJIOB, IPUBO/ILNX K HAPYLICHHIO IITAaTHOTO QYHKIIHOHHPOBAHHS
cpeacTsa BBIYHCJIHTEILHOH TCXHHKH, B LCIAX HpOTHBOﬂEﬁCTBHH HC3aKOHHBIM Q)HHBHCOBBIM
Onepanusam.



3.4. MuHAMH3ALUS PHCKOB INOJIy4YeHHS HecaHKIMOHMPOBAHHOIO JOCTYNa K 3allHIaeMOH
HH(OPMALMK JIOCTHIAeTCA IyTeM KOMIUIEKCHOro N0jX0ja: Kak co croponsl HOO, Tak u co
cropoHsl KiiMeHTa.

3.2, H®O npuHAMaeT Mepbl [0 3amure HUH(OpMAlMH B COOTBETCTBHHM CO CBOMMH
BHYTPEHHUMH JJOKYMEHTaMH.

3.3. KiueHT npHHHMaeT Mepel [0 3alUTe HHQOpPMAlUH B COOTBETCTBHM C HACTOSINEH
[IaMSITKOH.

4. BO3MOXHBIE PUCKH ITOJIYYEHHU S HECAHKIITMOHHUPOBAHHOI'O IOCTVIIA
K 3ALIMILIAEMON HHOOPMALIMH

4.1. K o0mmM npuyYHHAM BO3HHKHOBEHHsS DHCKOB HOIyueHHs HeCaHKIIMOHHPOBAHHOIO
JIOCTYIIA K 3aliuiaeMoi nHGopMaIuu OTHOCATCA:

4.1.1. HeorpaHHYeHHBIH JOCTYI TPETHHUX JIMIl K Y CTPOHCTBY;

4.1.2. HeorpaHWdyeHHBI JOCTYN TPETBHX JHIl K HH(OpPMAlMH O Mapoyisix H JIOTHHAX,
MCII0JIb3YEMBIX JUIS BX0Ja B HH(POPMAIIMOHHBIE PECYPCBI,

4.1.3. Hecobmonenue pesxuMa KOHOHISHIMATLHOCTH B OTHOIICHHH 3alllMIaeMOi HHpOpMalnu
B HH(POPMAIIHOHHO-TEIEKOMMYHHKALIHOHHOM ceTH «HTepHET»,

4.1.4. Vrpata (noteps, xumenne) KnuenToM Y CTpOKHCTBa,

4.1.5. OT1cyTcTBHE Ha/UIEKANIEro MPOrpaMMHOro obecreyeHus,

4.1.6. OTCYTCTBHE HaIEKANIEr0 AHTHBHPYCHOTO MTPOrPaMMHOT0 00ECIIEUEHHS;

4.1.7. Hecobmonenue KiuenTom peKoMeHIaHH HACTOAILEH NaMATKH 110 3alHTe HHYOPMALHH.
4.2. TlepeuyeHs NpHYHH BO3HUKHOBEHHS PUCKOB NolydeHHs HecaHKIMOHHPOBAHHOTO JOCTYIIA
K 3ammniaeMoi uHbOpMaluM, ompeaeneHHbId n. 4.1 HacToAIEeH MaMATKH, HE SBIACTCA
ucuepnpiBalonM. [IpHYHHBI BO3HHKHOBEHHS PHCKOB IIOJIy4YeHHs HecaHKUHOHHPOBAHHOIO
JOCTYIIA K 3all{IaeMoil HH(POpPMaLHH 3aBUCAT OT KOHKPETHOH CHTYaIlHH.

5. PEKOMEHJAITMH 10 [TPUMEHEHHIO MEP I10 ITPEJOTBPAILIIEHHIO
HECAHKIITMOHHUPOBAHHOI'O IOCTVYIIA

51. B uensx npegorBpauenuss HecaHKIMOHMPOBAaHHOTO JOCTYNa K  3allHIIAeMON
uHpopMaLuK, B TOM 4HCIe NpH yTpare (moTepe, xuimenuu) Kimentom VYcerpoiicTea, ¢
HCIIOJIb30BAHMEM KOTOPOrO MM COBEPHIANKMCH AEHCTBUA B LEIAX OCYIIECTBICHHS (QHHAHCOBOM
onepauuu, HOO pexomeHayerT:

5.1.1. OrpaHHYUTH JOCTYI TPETHUX JHUL K ¥ CTPOHCTBY, B TOM YHCJIC:

— He OCTaBJIATH Y CTPOHCTBO O€3 MPHCMOTPA;

— He nepeaaBaTh Y CTPOHCTBO TPETHHM JIHIAM.
5.1.2. OrpaHu4uTh JOCTYI TPETHHUX JIHIl K HHOOPMALMK O NApoJisiX U JIOTHHAX, HCIIOIB3YEMBIX
JUIst BXOZla B HH(OpPMALIMOHHBIE PECYpPChI, B TOM YHCIIE:

— HCIOJIBL30BAaTh IIApPOJIH, COCTABJICHHBIE H3 6yKB pasIH4IHoro perucTpa, I.II’I(i)p H 3HaKoOB
IIPpEIMHHAaHHA,

— HCIOJIb30BATh Pa3HbIe IAPOJIH H JIOTHHBI [UIs BXOJIa B pa3sHble HHPOPMAIHOHHbIE PECYPChI;
— XPaHUTb JIOTHHBI U NAPOJIH B TailHE OT TPETHHUX JIMII;

— He 3aIKMCHIBATh H HE XPaHHTh JIOTHHBI M [IAPOJIH VIS BX0Ja B MH(OPMALIMOHHBIE PECYPChI
Ha OyMaKHOM HOCHTEIlE,;



— HE HCIOJNL30BaTh (YHKUMIO 3alOMHHAHMS JIOTHHA M [apois I[pH BXoJe B
MH(pOPMALMOHHBIH pecypc,
— He HCIOJB30BAaTh B KAYECTBE [ApOJii MMEHA, TAMSTHBIE JaTbl, HOMepa TeNe(pOHOB H
IPpYTyio HHGOpMaIuIo, KOTopas MOXKeT OBITh MOJy4YeHa TPETEUMH JTHIIAMH.
5.1.3. CoGmronaTh pexuM KOHQHIEHIHATFHOCTH B OTHOIICHHH 3allHINAEeMOH HHOpMAluu B
HH(POPMALIMOHHO-TEJIEKOMMYHUKAI[HOHHOI ceTH «VIHTEpHET», B TOM YHCIIE:
— OorpaHMuYHMBaTh  JOCTYH K  YCTpoifcTBY  pecypcaM B HH(OpPMalHOHHO-
TEICKOMMYHHKAIIMOHHOH cucTeme «HuTepneT»,
— HCIOJIB30BaTh TOJIBKO HAJIEXKHble paboyne MopTausl AMs MHPOPMAIHMOHHOrO oOMEHa B
HH(OPMAIMOHHO-TEJIEKOMMYHHKAIIHOHHO# ceTn «MuTepueT;
— TIPOBEPSATH aJIPeC MEKTPOHHOM MMOYTHI OTIIPABUTENS MEPE IPOCMOTPOM MHChMA;
— BHHMaTeJIbHO aHAIM3UPOBATH CCHUIKH;
— HE OTKpBIBATh ITHCHMA M BJIOKEHHS K HHUM, NOJTYYEHHBIE IO IJICKTPOHHOW MOYTE, OT
HEM3BECTHBIX OTIPaBHTENEH;
— He IepexXOJMTh 0 AKTHBHBIM CCBUIKAM, IOJIYyYEHHBIM II0 3JIEKTPOHHOH IMOYTE, OT
HEM3BECTHBIX OTIIPABUTENIEH;
— He paspemwiaTh  JOCTYI ~ NpOrpaMMaM, CKa4MBaeMbiM M3  HH(OPMAIHOHHO-
TeJIEKOMMYHHKAIMOHHOMU ceTH «HTepHeT», K M3/HIIHeH HHbOpMalUH;
— He TNOAKMIoYaThes K nyOauudbiM OecrpoBomHbIM ceTsam  Wi-Fi, He3alMUIICHHBIM
GeCIPOBOIHBIM CETSAM.
5.1.4. TlpemorBpaTuTh HecaHKUHOHHPOBAHHBIA JOCTYI K 3allMIaeMod HHGOpMALUH IpH
ytpate (notepe, xuienu#) Kimentom ¥YcTpoHcTBa, B TOM YHCIIE:
— He3aMeJIMTENIBHO co0DIuUTh 0 (akre yrpathl Y crpoiictea HPO;
— He3aMeIMTENILHO COOOLIMTH CBOEMY OIEpaTopy COTOBOM CBA3M O (akTe YTpaThl
VYerpotictra 1 3ab1okuporate SIM-kapry;
— 0OpaTHTHCS B IPAaBOOXPAHUTEJILHBIE OPraHbl.
5.2. B nensx KOHTpoJIsA KOHQHUrypanuu Y CTpoiicTBa, ¢ HCI0IB30BaHHEM KOToporo KiueHTom
COBEpLIAIOTCS JIeHCTBHS 110 OCyLIeCTBIeHHIO hrHaHCOBOH onepanuu, HPO pekoMenayer:
5.2.1. YcTaHOBHTB COOTBETCTBYIOLIEE ITPOrpaMMHOE 00ecrieueHHe, B TOM YHC]IC:
— OCTAHOBHMTH CBOM BBIOOP Ha JIMLEH3MOHHOM IPOrpaMMHOM 00€CIIEYEHHH;
— CBOEBPEMEHHO YCTAHABIHBATH JIOCTYITHEIE OOHOBJICHHUS ONEPALIMOHHON CHCTEMBI;

— 3arpyxartb H YCTaHaBJIMBAaThE IIPOrpaMMHOE obecrieueHHe TOJIBKO H3 IIPOBCPEHHBIX
HUCTOYHHUKOB.

53. B memsax cBoeBpeMeHHOTo OOHapyXeHHs Bo3aeiicTeus Bpenonocuoro koma H®PO
PEKOMEHAYET!

5.3.1. YcTaHOBHTBH COOTBETCTBYIOIIEE aHTUBUPYCHOE IIPOrpaMMHOE 00ecTieueH e, B TOM YHUCIIe:
— YCTAaHOBUTH aHTUBUPYCHYIO 3aLIHUTY;
— YCTAHOBHTH aBTOMATHUYeCKOoe 0OHOBJIEHHE aHTHBHPYCHBIX 0a3;
— OCYILECTBJIATH PEryJISPHBIH KOHTPOJIb AHTHBUPYCHOH 3aIllMTHI.

5.3.2. Cobmoaare peKOMEHIAI[MH HACTOsIIel MaMATKH 110 3aliuTe HHPOpMALIHH.
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